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1.0 Introduction

This document presents the product assurance objectives, policies, methods, and procedures that will be implemented by team DJ3K throughout Unmanned Control & Tracking System (UCATS) development and design phases to the delivery of systems to customers.

The DJ3K’s product assurance team consists of a technical team of computer scientists and engineers that perform a variety of activities that support the UCATS.  This team supports the processes, procedures and standards in order to provide a high quality product and services. The product assurance team will also be responsible of reviewing and auditing the UCATS to verify that they comply with the applicable procedures and standards.

1.1 UCATS Overview
The UCATS tracks, coordinates, and directs airborne Unmanned Air Vehicles (UAVs) being used for mobile Target of Interest (TOI) tracking operations in an urban environment. The UCATS will reduce the manpower requirements encountered in the management of UAVs and the time required to generate a plan to have airborne UAVs intercept a TOI.   Currently, the coordination and control of UAVs is a resource-intensive task in terms of manpower.  The task of coordinating and controlling a single UAV requires several operators.  The UCATS reduces the manpower resources by determining which in-flight UAVs are best capable to track Targets of Interest (TOIs), recommending a UAV intercept course, monitoring the position of the UAVs, and providing re-tasking if the operator needs to track a new TOI.  Additionally, the time needed to generate intercept tasking is important when considering the TOIs are mobile, and the shorter the time to generate intercept tasking the better the prediction of where the TOIs may have gone, which increases the likelihood the UAVs will find the TOI to track.  This collaborative control will increase efficiency, save money and resources, and aide in security and homeland defense.  

UCATS consists of a ground based Command & Control (C2) center.  The external systems that must interact with UCATS includes a manned by an operator and up to five airborne UAVs.  UCATS will provide a decision support component to enable effective communication from the operator to the UAVs conducting the mission.  The UCATS will be responsible for initiating and updating assignments to the UAVs in-flight based on the urban environment and TOI information given by a tasking authority. Figure 1 provides a notional view of the UCATS Concept of Operation.

Operationally, the UCATS recommends an intercept plan to the operator, communicate with UAVs, provide surveillance video from the UAVs to the operator, and accept operator’s requests and provide feedback.  The intercept plan includes predicting the TOI location at UAV intercept, determining if the intercept is feasible, recommending a UAV intercept course, and recommends a UAV-to-TOI assignment.  Initially, the UCATS operator will receive tasking to have one to five airborne UAVs track one to five TOIs.  The operator will input intercept tasking requirements and set-up preferences, which include the TOI location and description, TOI priorities, and current local area maps, which include no-fly zones.  Additionally, if the information is available, the operator can input the last known TOI heading and speed.  The UCATS will then use those tasking requirements to generate an intercept plan.  The operator will then use the UCATS recommendations to designate which UAV(s) should track which TOI(s).  The UCATS will then communicate with the UAVs and direct the UAVs to follow the UCATS calculated route to the TOI.  The UCATS will monitor the position of the UAVs.  As the operators, receives new TOIs and tasking, they will then use the UCATS to re-evaluate the UAV tasking and then redirect the UAVs as needed.

The use of UCATS in conjunction with UAVs that can autonomously track TOIs has several potential uses.  A system such as this could be used by the Department of Defense in the execution of the Global War On Terror (GWOT).  Other agencies within the United States Government could have uses for this system such as:  Border Patrol, Drug Enforcement Administration, Federal Bureau of Investigation, Homeland Security, and the Central Intelligence Agency.
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Figure 1: UCATS CONOPs

1.2 Scope of the document

The scope of this plan covers the Product Assurance (PA) objectives, policies, methods, and procedures that will be implemented at the DJ3K organization. This plan has been prepared in accordance with the UCATS program overall PA requirements.  It is designed to ensure achievement of all contractual requirements for product assurance as well as Quality Assurance, Reliability, Safety, Configuration Management and Control, Acceptance Review, and Acceptance Data Package.

1.3 Applicablity
This plan is applicable for the entire UCATS development and manufacturing effort.  Currently, Team DJ3K is only tasked to develop the UCATS System Level Design and Engineering Artifacts; however, the product assurance objectives, policies, methods, and procedures described in this plan will be implemented when applicable for the current UCATS system Level Design effort and fully implemented for the follow-on detailed design and manufacture.
1.4 Objectives

The objective of the Product Assurance Plan (PAP) is to provide adequate confidence to the customer that the developed product satisfies the requirements throughout the system lifetime. In particular it will help in establishing confidence in the design as well as the interfaces. The PAP will assure that the UCATS should perform properly and safely in the operational environment and that the product should meet quality objectives. This plan also ensures that the failures in one component of the system do not affect the other components.

The most important objective is that the PAP also contributes to define the product assurance requirements to be met by the UCATS. These requirements deal with quality management and framework, life cycle activities, and process definition.

2.0 Documents
	Reference Documents

	Statement of Work (SOW)

	Systems Engineering Management Plan (SEMP)

	Risk Management Plan (RMP)


3.0 Product Assurance Plan

The DJ3K team will architect the UCATS System Level Design. The work packages and the responsibilities of the DJ3K team are contained in the System Engineering Management Plan. It provides a description of the Product Assurance responsibilities within the project organization and outside facilities, and a description of how the Product Assurance Program will be implemented. 

3.1 Organizational Structure

The PA function will be a separate entity and will maintain independence from the UCATS project management by having a direct reporting to the senior program manager. The PA manager is responsible for the implementation of the PA requirements related to the UCATS project activities.  PA team will be composed of different leads for each UCATS effort. The PA team will report to the PA manager and will inform him or her of the activities under their responsibility. The team is responsible for the development of the UCATS PAP that will be used to identify the roles and responsibility as well as the scope of the PA effort. Figure 2 displays the PA Organizational Structure.
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Figure 2: PA Organizational Structure

3.2 Responsibilities

The PA team is responsible for:

· Preparation and maintenance of the PAP

· Submitting the PAP for project approval
· Establishing PA requirements for the System Requirements Specification (SRS)
· Conducting Acceptance Reviews

· Ensuring that work products adhere to the appropriate standards

· Ensuring that the technical team understands all PA activities

· Maintaining communication with technical team 
· Periodically reporting to the PA manager

PA manager is responsible for:

· Approving the PAP

· Managing implementation of the PAP

· Reviewing Acceptance Reviews
· Providing necessary staff to all PA activities
· Providing management, support, supervision, and oversight of the PA function

The Technical Team is responsible for:

· Participating in Acceptance Reviews
· Tracking the status of PA activities 

· Performing corrective actions to all PA findings

· Delivering work products according to standards, policies, and procedures

The PA team will be involved throughout the UCATS lifecycle. Specifically, they will be involved in the Project Management Plan to provide their inputs to the work breakdown structure and to the project schedule to ensure that time and resources are allotted to incorporate all PA activities into the UCATS project. The effectiveness of the PA team will depend on the support of the Technical Team and all levels of management. All of the affected groups will be trained in PA and will be committed to include PA activities within their efforts.

3.3 Product Assurance Policy

The Product Assurance approach as described in this plan is meant to provide guidance as well as support for engineering, manufacturing and assembling activities.  The PA Plan covers the following:

· Design Assurance (e.g. Reliability, Safety, Maintainability, Selection of Components/Parts, Materials and Processes)
· Quality Assurance, including Procurement and Control of Components/Parts, Materials and Processes, Contamination Control

· Configuration Management & Control
· Software Quality Assurance.

3.4 Reviews and Audits

A review of the status and the results of the Product Assurance Program will be included in the project reviews. All PA personnel will attend formal project reviews and will prepare all necessary documentation for the reviews and audits. Meetings will be held regularly and these will include discussion of PA topics. Team DJ3K will conduct peer reviews on all system level engineering artifacts.  The PA manager will provide appropriate audits at suitable phases of the project. The PA Manager will organize and implement a program of Facility Reviews on inside and outside organizations at key points of the program. The detailed plan on the time of the reviews is still undetermined Separate and unplanned reviews will be carried out by the PA Manager on subjects or organizations which become subject of a particular concern.

3.5 Planning and Documentation

This PA plan will be a control document and will be approved by the DJ3K PA manager.  All the project documents (plan, specifications, procedure and design documentation) will be reviewed and maintained for compliance with PA requirements.  PA events will appear in the project planning.

Specifically, documentation that will be needed for PA is the following:

· Procedures

· Status reports on procurement parts

· PA status reports

· Inspection reports

· Non-conformance reports

· Failure notifications

· Parts Approval Documents

· Process Identification Documents

· Critical Items lists

· Failure Mode and criticality analysis

· End item data package

· Request for approval

· Waiver requests

3.6 Reporting

For the required progress the PA team will report to the PA manager and will inform him or her of the activities under their responsibility. The PA manager will request information on the PA aspects of the program

Reporting on the progress and status of the Product Assurance Program will be included in the progress reports. As applicable, the following items will be addressed:

· Status of each major PA task

· Resolved and new problems

· Hazard Analyses

· Status of parts, materials and processes (lists, approval status, status of qualification programs as applicable, procurement problems)

· Status list for waiver requests

· Status list for major non-conformances/failures

· Upcoming major events/activities

3.7 Training

Only experienced technicians will be involved in manufacturing and assembly operations. Their skills will be evaluated before the beginning of operations. If necessary they will follow additional training courses and certification programs.

4.0 Materials and Processes

This section identifies requirement for selection and evaluation for the materials and processes.
4.1 Control Selection, and Evaluation of Materials and Processes

Control of and selection materials and processes to be used for the project will be carried out under responsibility of the DJ3K PA manager. The PA manager will monitor the selection, evaluation and the application of materials and processes. DJ3K recommends the use of commercially available materials and parts. 

4.2 Materials and Processes Selection

Materials and processes shall be selected not only on basic application requirements but also on previous experience.

4.2.1 Materials List

A listing of selected materials is to be developed and maintained current. The Materials List shall contain a reference to the document from which acceptability was ascertained.

4.2.2 Materials Properties

A listing of the required minimal material properties will be developed and maintained current in the System Requirements Specification (SRS).  
Evaluation of materials properties will be carried out if no sufficient data or no controlled procurement specification does exist.

4.3 Materials and Processes Qualification

Already existing qualified processes and materials will be used.  New processes and materials will be evaluated prior to application and will be qualified during qualification model acceptance testing.

Evaluation reports will be made available for review and approval. 

4.4 Reporting and Documentation on Materials and Processes

Materials and process lists will be prepared and maintained by the suppliers and their subcontractors and be made available to team DJ3K for inspections and review. All materials and processes that need to be evaluated and qualified will be identified. 

5.0 Quality Assurance

5.1 General

This section identifies the quality assurance (QA) requirements for the development, assembly, disassembly, integration, testing, and handling of UCATS products.

The DJ3K PA manager will be responsible for the implementation of QA requirements at the institute, subcontractors, suppliers, and service.

QA personnel will take part in the actual preparation of material, component, or process in close cooperation with designers or test engineers.  In all cases the PA manager shall review and approve the specifications to safeguard the PA requirements.

5.2 Procurement Controls 

Manufacturers and suppliers will be selected for their proven ability to supply materials and components to the required specifications together with the adequate documentation to verify that the requirements of the procurement specifications have been met.  Procurement documents and purchase orders will be reviewed for implementation of PA requirements.

6.0 Reliability Assurance

6.1 General

Application of parts, materials, and processes shall be optimized to ensure optimum hardware life.  Relevant analysis will be performed and reviewed. The analysis will be initiated during the development phase and will be finalized at the respective design and delivery reviews. Each institute is responsible for the reliability tasks to be performed for the hardware under its responsibility.

6.2 Failure mode, effects and criticality analyses

Failure mode, effects, and criticality analyses will be carried out parallel to the design activity. The results will be reviewed and will be included in the design. 

These analyses will be carried out on the level of basic functions and assemblies to identify Single Point Failures (SPF) and to support redundancy considerations.  On board software and instrument test software will be included in the analysis.  

6.3 Single point failure and Critical items list

SPF shall be reduced as much as possible.  SPF will be identified on the Critical Item List.  Critical items can be i.e. new technologies, non-qualified components or processes, limited-life items, single point failures and long lead-time items. The critical items shall be listed and categorized and the list will be the baseline for critical item management within the relevant consortium.

6.4 Worst case analysis

Worst-case analysis will be carried out on critical performance parameters as a part of the design activity. The analysis will be submitted, at the latest, at the Experimental Final Design Review.
7.0 Safety Assurance 

7.1 General

All personnel shall be alert to the need to identify potential hazards.  Once identified, steps shall be taken to eliminate them, or reduce them to levels judged acceptable.  Effort shall be concentrated on the essential objective of safety.

The central point of contact for safety matters will be the PA Manager. 

7.2 Safety Assurance Tasks

Potential hazards will be identified as a part of the normal design process and eliminated or reduced as much as possible. Safeguards shall be determined for outstanding hazards, which will reduce their possible effects to the lowest reasonable level.  These outstanding hazards will be reported to the PA Manager at the earliest opportunity, and subsequent progress will be reported, including necessary proof that the relevant requirements have been satisfied.

8.0 Configuration Management and Control

8.1 General

A system of configuration control will be employed to monitor the status of the instrument and ground support equipment hardware and software and also to ensure that all organizations are informed of changes to designs, specifications etc. 

8.2 Configuration Management

The Program Manager and the lead systems engineer will develop a Configuration Management Plan (CMP) to control the UCATS system design and development. All documents will be identified, distributed and controlled. All baseline documents will be defined and documented. All changes to these will be evaluated and controlled. The approved configuration changes will be implemented and tracked. The Configuration Control Board (CCB) will be established in the CMP along with the assigned roles and responsibilities.

The configuration management is literally the management of the technical description of a product and its evolution. Configuration management allows to warranty and control a complete and consistent reference of the products all along the project life. Configuration management therefore makes it possible to ensure:

Availability: Each object must be continuously available, and the object must be available in various versions.
Security: Encryption or decryption to protect operator information. References of each object managed in configuration are controlled. Objects managed in configuration are saved/backed-up.
Consistency: Configuration management makes it possible to manage the consistency between objects of different nature. It makes it possible to define dependencies between these objects so that it becomes possible to restore any kind of version in a coherent state.
Visibility: Configuration management makes it possible to follow-up and memorize all the modifications made on any object. It makes it possible to identify and restore the configuration at previous defined stages. It also makes it possible, following a scheduled modification, to define the set of the objects that will have to be modified.
9.0 Acceptance Review, Acceptance Data Package

9.1 Acceptance Process

All hardware and software deliverable items will be submitted for acceptance to UCATS. The hardware will be accepted at the premises of the supplying party on the basis of a mutually agreed acceptance test program. Before shipment of a deliverable item, a formal Delivery Review will take place.

9.2 Acceptance Data Package

The Acceptance Data Package will provide the next higher integration level with sufficient information to do their work without continuous support of the supplying party.

The Acceptance Data Package will contain all documentation, which provides visibility over the configuration, fabrication, assembly and test operations performed on the equipment to be delivered to the system.

The original Acceptance Data Package will remain with the equipment at all times. Updates for Acceptance Data Packages will be provided if units are returned for any modification/ corrective action.
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C2

Command and Control
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Configuration Control Board

CMP

Configuration Management Plan
GWOT

Global War on Terror

PA

Product Assurance

PAP

Product Assurance Plan
PM 

Program Manager

QA

Quality Assurance

RMP

Risk Management Plan

SEMP

Systems Engineering Management Plan

SPF

Single Point Failures

SOW

Statement of Work

SRS

System Requirements Specification

TOI

Target of Interest

UAV

Unmanned Aerial Vehicle
UCATS

Unmanned Control & Tracking System
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